Buffalo Roaming

Wireless Network
Windows 7 Student Access

http://www.wtamu.edu/buffaloroaming

Windows 7 Instructions for connecting to Buffalo Roaming with Student Access

#%% Please ensure that your Windows Operating System has been fully updated and that you have the
latest drivers for your wireless network card. *#*

1. Click on the Start button and select the search box. Search for “Network and Sharing Center.” Choose
Networking and Sharing Center from the search results.
-————
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2. In the new window, choose Manage wireless networks.
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3. Click Add in the top left.

<7 » Control Panel » Network and Internet » Manage Wireless Networks w | 49 [l Seorch Mon O

Manage wireless networks that use (Wireless Network Connection)

Windows:. tres to COnnect 1o these networks = the order rited below.

Add  Adapter properties  Profiletypes  Network and Sharing Canter
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4. Click Manually create a network profile.
e
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How do you want 10 add & network”

. hh Manually create a network profile

This creates a new network profile or locates an existing network and saves a profile
for the network on yeur computer. You need to know the network name (551D) and
security key (if applicable).
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5. For the Network name type: wtamu-student-wireless. Ensure the security type is WPA2-
Enterprise and the Encryption type is set to AES. Click Next.
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@ a1l Manually connect to a wireless network

Enter information for the wireless network you WW

Metwork name: wiamu-student-wireless
Security type: [WPAZfEnterprise '] h
Encryption type: [AES V]

Security Key: ‘_ﬂidm;rz

Start this connection automatically

[] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk
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6. Click Change connection settings.

all
() il Manually connect to a ireless network
Successfully added wtamu-student-wireless
< Change connection settings
Open the connection properties so that [ can change the settings.
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7. Click the Security tab.

Wiy student -wirtles Wireless Network Properies ﬁ

‘ Conmection | Security ‘
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8. Ensure the Security type is set to WPA2-Enterprise, Encryption type is AES and network
authentication method is set to Microsoft: Protected EAP (PEAP). Click Settings.

wiamu-student-wireless Wireless Network Properties ﬂ

Connection | Security

Security type: [WPAZ—EntErprise V]

Encryption type: [AES V]

Choose a network authentication m:
[Mirosoft: Protected EA (PEAR)

Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

9. Uncheck Validate server certificate. Ensure Authenticate method is Secured password (EAP-
MSCHAP v2). Click Configure.

Protected EAP Properties ﬁ

ang:
Validate server certificate

Connect to these servers:

| [ Microsoft Root Certificate Authority -
[ Thawte Premium Server CA

[] Thawte Premium Server CA

[] thawte Primary Root CA

[] Thawte Timestamping CA

[ veriign Class 3 Public Primary Certification Authority - G5
[] VeriSign Trust Network
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Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Semred password (EAP-MSCHAP v2) V] ‘ Configurg... £
Enable Fast Reconnect

[~|Enforce Network Access Protection

[| Disconnect if server does not present cryptobinding TLY

[T]Enable Identity Privacy

10. Uncheck Automatically use Windows logon name and password. Click OK.

EAP MSCHAP«2 Properties [~

When connecting

Hutomatically use my Windows logon name and ;
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11. Click OK in the PEAP Properties window.

Protected EAP Properties g

‘When connecting:

[] validate server certificate

Connect to these servers:

Trusted Root Certification Authoritiss:

| [T] Microsoft Root Certificate Authrity -
|:| Thawte Premium Server CA

[] Thawte Premium Server CA

[C] thawte Primary Root CA

[] Thawte Timestamping CA

[T veriSign Class 3 Public Primary Certification Authority - G5

L [T verisign Trust Network
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| Do not prompt user to authorize new servers or trusted
certification authorities,

Select Authentication Method:

[5ecured password (EAP-MSCHAF v2) v] i Configure... i

Enable Fast Reconnect

[] Enforce Network Access Protection

[ Disconnect if server does not present cryptobinding TLY
[]Enable Identity Privacy

12. Click the Advanced Settings button on the Wireless Network Properties window.
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wtamu-student-wireless Wireless Network Properties ﬂ

Connection | Security

Security type: [wPRZ—EnterprisE ']

Encryption type: [AE v]

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) =] [ settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings
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13. In the new window, check the Specify authentication mode checkbox and change the setting to User
authentication. Click OK.
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SUZ-X‘QS | 802. 11 settings | ”
cify authentication mode: =
User authentication 2 Save credentials

Delete credentials for all users

[ Enable single sign on for this network

(@ Perform immediately before user logon
Perform immediately after user logon

Maximum delay {seconds); 10
Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

Cancel

14. Click OK on the Wireless Network Properties window.

™
wtamu-student-wireless Wireless Network Properties g

Connection | Security

Security type: IWPAZErmerprlse ']

Encryption type: IAES ']

Choose a network authentication method:
[Microsoft: Protected EAP (PEAP) v ][ settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings
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15. Click Close on the Manually connect to a network window.
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u ! Manually connect to a wireless network

Successfully added wtamu-student-wireless

' % Change connection settings
H Open the connection properties so that I can change the settings.




16. Click the Additional Information Needed Notification bubble, or click the wireless icon in the bottom
right of the screen. Then click the connect button.
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Wireless Network Connection -

wiamu-student-wireless |

guestwvtamu.edu al

Other Network M

Ak Additional information is needed to connect wtamu-student-wirel % X
"= C(lickto provide additional information.

17. Use the same credentials utilized when logging into My Buff Portal. (i.e. WTClass, Buff Advisor, HELC

Labs, etc.) in the following format: XX123456 Whereas ‘xx’ is your first and last initial and 123456’

is your Buffalo Gold Card number.
Windows Security ﬁ .

Network Authentication
Please enter user credentials
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18. After entering your credentials, verify that you are connected by clicking the wireless icon at the bottom
right of the screen. Also try browsing to www.wtamu.edu or another website to verify connectivity.

Currently connected to:

| "h wtamu-student-wireless
!
- Internet access

Wireless Network Connection ~
wiamu-student-wireless Connected 1.'“!
guestwtamu.edu ::]“

Other Network 1',“‘_

Open Network and Sharing Cegfter
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If you have any questions about these instructions, contact the ITSC at 806-651-4357 or email them at
itsc@mail.wtamu.edu



